High-Order Galois Automorphisms
for TNFS Linear Algebra

Haetham AL ASWAD, Cécile Pierrot, Emmanuel Thomé

Abstract. The Number Field Sieve algorithm and its variants are the
best known algorithms to solve the discrete logarithm problem in finite
fields. When the extension degree is composite, the Tower variant TNFS
is the most efficient. Looking at finite fields with composite extension
degrees such as 6 and 12 is motivated by pairing-based cryptography
that does not yet have a good quantum-resistant equivalent.

The two most costly steps in TNF'S are the relation collection and linear
algebra steps. Although the use of order k Galois automorphisms allows
one to accelerate the relation collection step by a factor of k, their use to
accelerate the linear algebra step remains an open problem. In previous
work, this problem is solved for k = 2, leveraging a quadratic acceleration
factor equal to 4.

In this article, we bring a solution both for k = 6 and £ = 12. We
propose a new construction that allows the use of an order 6 (resp. 12)
Galois automorphism in any finite field F,6 (resp. Fji2), thus acceler-
ating the linear algebra step with approximately a factor of 36 (resp.
144). Moreover, we provide a SageMath implementation of TNFS and
our construction, and validate our findings on small examples.

Key words: Cryptanalysis. Public Key Cryptography. Discrete Log-
arithm. Tower Number Field Sieve. Automorphisms. Schirokauer maps.

1 Introduction

Context. The discrete logarithm problem in a cyclic group G with a generator
g € G is the computational problem of finding an integer  modulo |G| for a
given target 7' € G, such that T' = ¢*. Despite the growing interest in post-
quantum cryptography, the discrete logarithm problem is still at the basis of
many currently-deployed public key protocols. This article deals with the discrete
logarithm problem in the group of invertible elements of a finite field, G = F..

The Number Field Sieve. Excluding small characteristic finite fields for which
computation is made easier by quasi-polynomial time algorithms [5,[16}[27],
the most efficient algorithm to compute discrete logarithms in finite fields is
(a variant of) the Number Field Sieve (NFS) algorithm [15][24,31]. All the
variants of NFS have a subexponential complexity equal to exp((c 4+ o(1)) -
(log Q)'/3(loglog Q)%/3) where o(1) tends to 0 as the finite field size @ tends
to infinity and ¢ > 0 is a constant that depends on the features of the target
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field and thus on the variant used: Special, Tower, Multiple and eventually a
combination of Special and Tower together.

The Tower variant, TNFEE [251261/35] applies when the extension degree n is
composite and its asymptotic complexity is lower than NFS. De Micheli, Gaudry
and Pierrot [12] reported in 2021 the first implementation of TNFS and per-
formed a record computation on a 521-bit finite field with extension degree n = 6.
One year later Robinson [33] reported a record computation using TNFS on a
512-bit finite field of extension degree n = 4. These records confirm that TNFS
is currently the best practical algorithm that computes discrete logarithms in
composite extension degree finite fields. Table [I] compares the performance of
NFS and TNFS. Note that the two TNFS-records are approximately 100 bits
larger than those performed with NFS, and yet their costs are lower.

Year | Finite field BltSIZne Cost in Algorithm | Work
of p" |core-years

2017 Fe 422 26.1 NFS 7 |

2020 e 423 9.3 NFS (28]

2021 Foe 521 2.8 TNFS [12]

2022 IF,a 512 6.3 TNFS [33]

Table 1: Cost in core-years of the last discrete logarithm records on finite fields
with composite extension degrees.

NFS and all its variants are built around four main steps, polynomial selec-
tion, relation collection, linear algebra, and individual logarithm. Asymptotically
speaking, the relation collection and the linear algebra steps are equally hard and
are the two most costly steps in all NFS variants. Experimental data from dis-
crete logarithm records shows that they are the two most costly steps in practice
as well. Table 2] shows the cost of the relation collection step, the linear algebra
step and the whole computation of recent records. Although relation collection
has a higher cost than linear algebra in all these records except one, it is worth
emphasizing that the former parallelizes much better than the latter. Addition-
ally, adjusting some parameters can balance the costs of these steps to a certain
extent, and this strategy was followed to make the linear algebra step feasible in
the 795-bit record [10].

Composite extension degrees in cryptographic applications. Pairing-based cryp-
tography, introduced in the early 2000s [8}/91/23], now underpins a range of appli-
cations — for example, the Boneh-Lynn—Shacham (BLS) signature scheme [9).
Its security reduces to the hardness of the discrete logarithm problem in finite
fields of extension degree n > 1 (the embedding-degree) [29]. For efficiency,
only a few pairing-friendly curves are used, constraining the underlying fields; in

! Sometimes referred to as the extended Tower Number Field Sieve (exTNFS).
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Cost in core days
Bitsize|Finite Relation Linear Total Work
of p" | Field collection algebra
203 | Fpi2 10.5 0.28 11| [21]
324 | Fps 359 115 386] 117] |
512 | Fpa 2195 50 2294 [33]
521 | Foe 388 23 413] 12| |
593 | F, | 3,287 5,113 8,400] [14] |
595 | F,e 157 18 175 [
795 F, |876,000 228,125 1,168,000] |10] |

Table 2: Costs of relation collection, linear algebra and of the whole computation
in the last discrete logarithm records with various extension degrees.

practice, composite extension degrees are the most deployed, such as Fps (MNT6
curves [30]) and F, 2 (BLS12 curves [7]). Interestingly, there are no good post-
quantum candidates to replace pairing-based protocols yet.

Using Galois automorphisms to accelerate the two hardest steps in NFS. For
finite fields with extension degree m > 1, Galois symmetries can speed up
NFS and its variants. Three subproblems arise: (i) compute some adequate
(NFS-compatible) automorphisms of order k dividing n; (ii) use them to ac-
celerate the relation collection by about a factor k; and (iii) use them to shrink
the linear system in the linear algebra step by a factor k. Since the complexity
of linear algebra is nearly quadratic due to the sparsity of the underlying ma-
trix, solving (iii) would yield an acceleration factor for the linear algebra step as
large as k2. In |439] the authors provide polynomial selection methods to con-
struct NFS-compatible automorphisms for orders k = 2, 3,4 and 6, and problem
(i) remains open for other orders. The solution to (ii) is straightforward [4}/24].
However, problem (iii) is only solved for k = 2 |4]/13}[39]. It was put into practice
in the last discrete logarithm record with TNFS on F,s [13] which allowed to
accelerate the linear algebra step by approximately a factor 4.

Our work. We solve (i) for k = 12 and (iii) for ¥ = 6, and 12. Specifically, our
work focuses on accelerating the linear algebra step in the TNFS algorithm when
applied to finite fields with extension degrees 6 and 12. Given any finite field
of extension degree 6, resp. 12, we first show using the work in [4] a method to
construct NFS-compatible automorphisms of order 6, resp. 12. Second, we present
a new construction that allows the use of these automorphisms to accelerate
the linear algebra step in TNFS with a factor roughly k2. Third, we provide
an implementation of TNFS in SageMath together with our construction to
illustrate our findings on small size finite fields.

Outline of the article. We start with a description of TNFS in Section[2} Section[3]
defines the Galois automorphisms that are useful in this work. Section [4] exposes
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the conditions and obstacles and reviews the literature on using automorphisms
to accelerate the linear algebra step. In Section[5| we present a new construction of
the diagram of NFS (thanks to new Schirokauer maps) and we show in Section [f]
that this new construction allows to accelerate the linear algebra step with factors
of 36 and 144 in finite fields of extension degrees 6 and 12 respectively. Finally,
Section [7] presents our experiments that validate our findings.

2 Background

2.1 The Tower Number Field Sieve

We target a finite field F,» where n is composite. Let n be a non-trivial divisor
of n and denote kK = n/n. Since the computation of a discrete logarithm in
a group can be reduced to its computation in its prime-order subgroups via
Pohlig-Hellman’s reduction, we will search for discrete logarithms modulo ¢, a
non trivial prime divisor of @,,(p), with &,, the n-th cyclotomic polynomial. The
classical TNFS setup considers the intermediate number field Kp = Q(¢) where ¢
is a root of h, a polynomial of degree 7 over Z that remains irreducible modulo p.
For a number field I, we let Ok be its ring of integers. For simplicity, we assume
throughout this article that Ok, = Z[¢]. This implies that h is monic.

Above Ky, define two number fields K1 = Ky [2]/ f1(z) and Ky = Kp[z]/ f2(x)
where f1, fo are irreducible polynomials over Oy, that share an irreducible fac-
tor ¢ of degree k modulo the unique ideal p over p in Kp. In particular, f; and f;
have degree at least k. Let a; be a root of f; in IC; for ¢« = 1,2. Due to the con-
ditions on the polynomials h, fi; and fs, there exist two ring homomorphisms
from Ok, [z] to the target finite field Fyn through the number fields 3 and Ks.
This allows us to build a commutative diagram as in Figure [3] When 1 and
are coprime (which is always possible with n = 6 or n = 12), then f; and f5 can
be defined over Z. We make this choice for the rest of the article. To simplify
the presentation we suppose f; monic for ¢ = 1,2 (otherwise replace «; by the
leading coefficient times «;).

Ok, [.Z‘]
K1 D Ok, [z]/fi(x K22 Ok, [2]/f2(x
v, = modgmm = modp, modp

Ok, /p[z]

Diagram 3: Commutative diagram of Tower NFS.
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The general framework of TNF'S is common to all its variants. The polyno-
mial selection step sets up the commutative diagram of Figure [3] by selecting
the appropriate polynomials h, fi and fo. Thereafter, by finding many small to
medium size smooth numbers and factoring them, the relation collection step
establishes linear relations involving prime ideals of small norms in the number
fields Ky and K5. The unknowns of these equations are the values on the small
prime ideals of a linear map called a virtual logarithm map. When enough equa-
tions are found, the linear algebra step solves the system. Given a target T in
the finite field, the last step, called the individual logarithm step, establishes a
linear equation between the logarithm of 7" and the virtual logarithms of the
small ideals, which reveals the logarithm of the target.

Polynomial selection. Several methods are known to perform TNFS polynomial
selection. For example, the Conjugation, JLSV or Sarkar-Singh’s methods [4}24]
34| can be used. Each polynomial selection method yields different degrees and
coeflicient sizes for h, f; and fo which influence the performance of the algorithm.
Based on the recent records [12}33|, the Conjugation method seems to perform
best in practice, and [4] shows how to construct adequate automorphisms using
this method. Therefore, we consider this method only.

Conjugation method for polynomial selection [4]. First a polynomial &
is chosen, such that degh = 7, the coefficients of h are small integers, and
h remains irreducible modulo p. Second, a quadratic irreducible polynomial u
over Z with small coefficients is selected, which possesses a root p modulo p.
Third, two polynomials gg and g; with small integer coeflicients are chosen under
the condition that deg(g1) < deg(go) = x and ¢ := go + pg1 is irreducible
modulo p. The polynomial f; is defined as f1 := Resy (u(Y), 90 + Yg1), and fo
is defined as f2 := vgo + ug1 where ¥ = p mod p is a rational reconstruction
of p. Given that f; =0 mod p mod ¢ and fy = vy mod p, both share ¢ as an
irreducible factor modulo p. Their respective degrees are 2k and k.

Relation collection. The goal of the relation collection step is to select, among the
set of polynomials ¢(z,t) € Ok, [z] at the top of Diagram [3] the candidates that
yield a relation. A relation is found if the polynomial ¢(x,:) maps to principal
ideals in Ok, and Ok, that are smooth (respectively B;- and Bs-smooth for
some bounds B; and Bs). Most often the search space for relation collection
consists of linear polynomials ¢(x,t) = a(t) — b(¢t)x € Ok, [z]. The ideals that
occur in the factorizations in Ok, and Ok, constitute the factor basis F. More
precisely, we define it as the disjoint union F = F; U Fo with, for i = 1,2:

Fi(B;) = {prime ideals of Ok, of norm < B; and inertia degree 1 over Kj}.

An ideal (a(t) — b(t)ay;) is Bi-smooth if and only if its norm N;(a(t) — b(¢)ay) is
B;-smooth for i = 1,2, where N; defines the absolute algebraic norm in K; (i.e,
over Q). Working with absolute norms, which are integer values, enables efficient
sieving algorithms. The relation collection stops when we have enough relations
to construct a system of linear equations that may be full rank. The unknowns
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are the virtual logarithms of the ideals of the factor basis. A virtual logarithm
map is a linear map with values in Z/¢Z, which we define in

Linear algebra. A nice feature of the linear system created is that the number
of non-zero coefficients per row is very small. This allows us to use sparse linear
algebra algorithms in Z/¢Z such as the Wiedemann algorithm [38] or Copper-
smith’s block Wiedemann algorithm [11], which allows partial parallelization.
The output of this step is a kernel vector corresponding to virtual logarithms of
the ideals in the factor basis.

Individual discrete logarithm. The final step consists in finding the discrete loga-
rithm of one or several target elements. This step is subdivided into two substeps:
a smoothing step and a descent step. The smoothing step is an iterative process
where the target element is randomized until the randomized value lifted back
to one of the number fields KC; is Bj-smooth for a smoothness bound B} > B;,
for i = 1 or 2. The second step consists in decomposing every factor of the lifted
value, in our case prime ideals with norms less than a smoothness bound Bj,
into elements of the factor basis for which we now know the virtual logarithms.
This eventually makes it possible to reconstruct the discrete logarithm of the
target element. TNF'S differs from NFS in this step as there exist improvements
for the smoothing step when the target finite field has proper subfields [2}[19].

2.2 Schirokauer and virtual logarithm maps

This section follows the presentation in [37]. We drop the subscript and con-

sider K one of the two number fields. Let O* be the unit group of X, and

e C O the group of roots of unity. The Dirichlet unit theorem states that
O* ~ e X ZT,

where r is the unit rank of K. A Z-basis of the non-torsion part (i.e, Z") is called
a system of fundamental units.
Let F be the factor basis in I, and I" be the group of f—unitsEI in K, that is

I':={¢p e K" | (¢) factors in F}.

Looking at I modulo ¢-th powers, we have the following statement.

Proposition 1 (Structure of I'/T'%). Let K, O, F, I be as above. Let T be the
group of fractional ideals that completely factor in F. Let h be the class number
of K. For any integer £ that is coprime to h and |ux|, we have the isomorphism

I/t ~0*/(0*) x17/1¢,
with basis {uy, ..., u,} UF/FE, where, {ui,...,u,} is a system of fundamental
units of K considered modulo (O*)¢. In particular, dim(I'/T"") = r + | F|.

2 All references to S-units assume that the set of places that is considered is implicitly
extended to contain infinite places as well.
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Proof. See Appendix

For every number field K, we always assume that disc(KC), h, and px are all
coprime to ¢. This occurs with very large probability as ¢ is large.

Schirokauer maps. By Proposition |1} fundamental units (with ideal factor-
ization) would give explicit coordinates for I'/I"*, but computing them is hard.
Schirokauer maps [36] circumvent this, under an additional hypothesis.

Definition 2 (Usual definition of a Schirokauer map). Consider I' from
Pmposz’tion and denote r the unit rank of K. A Schirokauer map on I'/T* is
an Fo-linear map T'/T* — (Z/(Z)".

Construction of a Schirokauer map. Schirokauer |36] gives a construction of a
non-trivial such map. Write K = Q[X]/(F) with F € Q[X] irreducible and
monic, and disc(F') coprime to ¢. Consider the decomposition of F modulo ¢
into irreducible distinct factors: F' = [] ; Fj mod . By the Chinese remainder
theorem we have the ring isomorphisms:

0/£0 = Fi[X]/(F) = [[FX)/(F)).

Define @ := lcm (ﬁdeg(FJ') — 1) and consider x € I' N O. By the above isomor-
phisms we have 2% = 1 mod ¢O. Further, lifting the congruence modulo 20
we get 2% = 1+ £- P(z) mod £20 for some P € Z[X] with degree bounded
by deg(F') — 1. We define the maps

>

A:{F/FZHO
X —

z9—1
¢

. {F/Ff R [X]/(F) ~ F? 0
) x > A(z) mod (O.
As far as we know, for large ¢, all practically computable Schirokauer map con-
structions (including ours presented in later sections) are based on the map A.
The Schirokauer map used in the literature A : I'/T"* — (Z/{Z)" is defined
over an element x as the first » (or any r independent integer linear combinations
of the) coefficients of A(z). This provides a linear map that is computable in
polynomial time. While the map A is non-trivial, there is no efficient way to test
whether it is non-trivial enough, in the sense of the assumption:

Assumption 3. A has mazimal rank on O /(O*)*.

Under Assumption [3} every ¢ € I'/I'* can be uniquely represented as
6 ((AD))Zy > (valy(6))per ) - 2)

In other words, BT = (A(-);) U (valy(+))per is a basis of the dual (I'/T"%)T.
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Virtual logarithm maps. Consider K1 and Ky from Figure [3] with I; and a
Schirokauer map /; on each side, such that Assumption [3] holds.

Definition 4 (Virtual logarithm). A virtual logarithm map is a pair of Fy-
linear forms vlog, : I/TY — ZJUZ for i = 1,2, such that for all ¢ € O, [7]
that projects to ¢1 € I'1 and ¢ € Iy we have

vlog; @1 = vlog, ¢a. (3)

The goal of relation collection and linear algebra is to compute a virtual loga-
rithm map, which is essentially narrowed down by the collection of numerous
constraints of the form given by Equation (relation collection). We now see
why these constraints lead to a linear system that we attempt to solve in order
to reveal our virtual logarithm map.

Assumption [3| provides us with a basis B! of (I;/I'*)t, for i = 1,2. Deter-
mining a virtual logarithm map amounts to decomposing (vlog;, vlog,) along
(BL B;) Put differently, let us do the thought exercise of considering the bidual
bases Bf = (()\i7j)§i:1), (p*)per,) for i = 1,2. Elements of these bases are ele-
ments of I;/I’f. The )\; ; form a system of generators of O /(O*)t. The p* are
associated to ideals p but they are of different nature. The “virtual logarithms”
are the unknowns vlog;(\; ;) and vlog;(p*) in the equation below.

Z Ay (¢p1)i - viogy A1 + Z valy (¢1) - vlog; p*
i=1 pEF1

2 (4)
= Z Ao () - viogg Aa i + Z valy (¢2) - vlogy p*.

i=1 pEF2

For notational ease we will henceforth shorten the p* notation to simply p, and
let vlogp actually mean vlogp*. The important caveat is that this depends on
A. Furthermore, we will use the shorthand vlog A (resp. vlog F) to denote the r-
(resp. | F|-) dimensional vector (vlog A1, ..., vlogA.) (resp. (vlogp)yer). Finally,
for ¢ € I', we implicitly project modulo I'* and write vlog ¢ and A(¢). Following
these notations, vlog ¢ is also A(¢) - vlog A + (valy ¢)per - viog F.

Remark 5. A virtual logarithm map is not something we choose. It is merely
the map that defines the unknowns in the linear system that we solve. In par-
ticular, since the connection from p to p* that we discussed above depends on
the Schirokauer map A, we like to say that the virtual logarithm map depends
on A. In this article, we will constrain the solution of our linear system, and
thus the virtual logarithm map, to have some special properties that enable the
acceleration of the linear algebra step. In turn, these properties can only be met
if the Schirokauer maps (A1, A2) fulfill certain conditions.

Remark 6. In practice, it is fairly common (albeit a bit wasteful) to use more
than r coordinates for a Schirokauer map. This leads to a system that is under-
determined, but it is not a problem since all resulting maps work just as well.
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3 TNFS automorphisms

The following extends the definition of |13].

Definition 7 (TNFS automorphism). Consider Fyn, K1, Ko as in Figure @
A TNFS automorphism is a couple of Q-automorphisms (o1,02) € Autg(K1) x
Autg(KCa) fulfilling two conditions:

— Both are Frobenius automorphisms. Each fizes a degree n prime ideal
p; over p in Og,.

— Both project to the same Frobenius. There exists & € Gal (Fpn /F),) such
that for all (¢1,$2) € Oplz]/(f1) x Onlz]/(f2):

Wy (01(¢1)) =7 (T1(¢1)) and P2 (02(d2)) =7 (P2(¢2))
where (U1, Ws) are the projection morphisms from Figure @

We emphasize that the most restrictive condition is the first one. The second one
follows by raising o1 and o9 to appropriate powers. Often, we restrict the point
of view to one of the fields, in which case we refer to “a TNFS automorphism on
K” as one of o7 and o5 in the above setup.

Remark 8. Throughout the paper, the symbol ¢ is used both for automorphisms
of number fields and for elements of Gal (Fyn/F,). In all instances where o
acts on elements of F,» or on their projections, it should be understood as the
corresponding Frobenius automorphism.

Construction of Galois automorphisms with the Conjugation method. To con-
struct order n automorphisms in both K; and Ky, it is sufficient to choose the
three polynomials h, f1, and fo such that Kj has a degree n automorphism
that we term as o and each of Ky, := Q[z]/(f;) has a degree £ automorphism
denoted as oy, for i = 1,2. Indeed, since  and x are coprime, for ¢ = 1,2,
the automorphism o; of K; defined by the joint action of o, and oy, has order
7 X k£ = n. In [4], the authors provide choices of gy and g; for the Conjugation
method presented in @ that provide automorphisms of Ky, and Ky, of orders
equal to 2, 3, 4 and 6. Table {4 presents these choices.

To minimize norms in the number fields, h is usually chosen with |||, <1
which, in addition to the constraint of having an explicit automorphism of order
7, restricts the choice drastically. As observed in [20], there is a positive propor-
tion of the primes p that are inert in none of the corresponding number fields:
for such primes, we have to loosen the constraint on ||h||s. We did not encounter
this unfortunate situation in our experiments (See §7| as well as Appendix .

4 Speed-up with TNFS automorphisms

Notations. Throughout this section, let L be one of the middle fields on Fig-
ure [3] We keep notations and assumptions of §2.2 and §3] Let o be a TNFS
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order of |Automorphism g1 Automorphism
Ky, Kgy) order go (a €Z) o
2+ 1 ax 1/«
(4,2) 2 z? -1 ax —1/a
z? a —a
(6,3) 3 23— 3z —1 —a(z® + ) —(a+1)/a
(8,4) 4 zt — 67 + 1 a(z®—z) [(1+a)/0-a)
2%+ 62°—  |a(22° + 52—
(12,6) 6 202° — 1527 +1| 522 —2g) |1 T2)/(1=0a)

Table 4: Table from [4]. Automorphisms come from the Conjugation method
(§2.1). The rational expression of the automorphism and its order are the same
for both number fields. The automorphism is also an automorphism of gg + g1.

automorphism of order k on K (in particular, k | n). Let ¢ be a power of p such
that &(z) = 2¢. We observe that ( is a k-th primitive root of unity modulo £.
The notations K7 and ng refer to the subfield fixed point-wise by ¢® and 7*°
respectively, with s an integer.

A TNFS automorphism of order k helps accelerate the relation collection
step by approximately a factor of k. This is due to the fact that the factor
basis is stable under the automorphisms action since the conjugate of a prime
ideal is a prime ideal of equal norm. Consequently, conjugating an equation
on both sides provides “for free” a new equation, and iterating with powers
of the automorphisms yields the claimed speed-up. Even when we take into
account the complications explained in |12} §3.4], the qualitative observation
that automorphisms yield a speed-up that is commensurate with & still holds.

As for the linear algebra step, one hopes that the virtual logarithms of k
conjugate ideals can be recovered from the virtual logarithm of one of these
ideals. Since for all # € F5., we have the connection log (27) = (log(z) mod ¢,
we would like the following similar condition to hold.

Condition 9. For each p € F, vlog(p?) = ¢ vlogp mod ¢ .

If Condition [9 holds, we can reduce the matrix size by a factor of k and hence
accelerate the linear algebra step by approximately a factor of k2 since sparse
linear algebra’s complexity is nearly quadratic. Unfortunately, this is not true in
general. The reason of failure lies in complications related to Schirokauer maps
and the units, as we examine now.

4.1 Obstacles to speeding up the linear algebra step

A virtual logarithm vanishes on the elements fixed by a TNFS automorphism.

Lemma 10. Let ¢ € I' be such that o(¢p) = ¢, then vlog ¢ = 0.
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froof. There exists § a generator of F. such that vlog ¢ = log; (@ mod ¢, Wheie
¢ is the projection of ¢ to [F,n. From Definition @ we have 7(¢) = o(¢) = &,
hence, ¢ € an. [18, Lemma 2] states that the logarithm of a proper subfield

element vanishes modulo ¢, which yields log;(¢) =0 mod /.

Applying the lemma to powers of o, we get the following corollary.

Corollary 11. Let ¢ € I' such that there exists s a proper divisor of k with
0°(¢) = ¢. Then vlog ¢ = 0.

Condition [9]imposes several constraints. The following result exemplifies this.

Proposition 12. Let p be a prime ideal. There exists a € K such that
k-1 )
Zvlog (pal> =—h"! A(a) - vlog A.
i=0

Proof. By the class group theorem, there exists v € K such that (y) = p”.
Therefore, for i € [0,k — 1],(v°") = (p°)", and so Valpai(v"i) = h is the
only non-zero valuation. Applying the vlog map we get for all 0 < i < k — 1,
vlog (vai) =A (vai) -vlog A+ h vlog (p"i) . Summing the k equations we get

=0

k-1 k-1 k-1 .
vlog <H 'y"l> =A (H 'y"l> -vlog A + hZVlog (p"l) .
i=0 i=0

i

The left hand side is zero by Lemmaand the result follows with a = Hf;ol 3o

Since Zf;ol ¢* = 0, Condition |§| forces the sum in Proposition |[12[to be zero,
so the right-hand side of the equality vanishes as well. Since computing h, a, or A
is hard, we need careful virtual logarithm constructions to ensure this vanishing
without the need to compute these quantities.

4.2 Literature on speeding up the linear algebra step

In this section, we examine constructions from the literature in which Condition[9]
is satisfied. All these constructions work only with order 2 TNFS automorphisms,
in which case Condition [9]is just vlogp? = — vlog p.

Vanishing virtual logarithm on units for order two automorphisms. A
complex multiplication field (CM field) is a number field that is totally imaginary
and that has a totally real subfield of index 2. Assume that K is CM. We say
that (IC, o) is CM+TNFS if the subfield of index 2 of K is K := Ko
Proposition 13. Let (K,0) be CM+TNFS as above. Then, the indexv = [Of :
(’)E} is finite and if v is coprime to {, then vlogu = 0 for all u € OF /(OF)".
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Proof. See Appendix [A-2]

Note that v is coprime to ¢ with very large probability. The above proposition
implies vlog A = 0 and thus by Proposition Condition [9] holds. In fact, if
both (K1,01) and (K3, 02) are CM+TNFS, then the virtual logarithm vanishes
on all the units and no Schirokauer map is needed. Nevertheless, requiring such
constructions is very restrictive and the only known methods to do so are with
order 2 automorphisms.

In [4], Barbulescu et al. construct TNFS diagrams with double-sided CM
fields for extension degrees 4 and 6, but only with TNFS automorphisms of
order 2. Zhu et al. [39] generalize this to arbitrary finite fields of even extension
degree. However, to our knowledge, there are no known constructions for double
sided CM fields with an automorphism of order larger than 2.

Partial vanishing over the units. In [6], Barbulescu proposes alternative con-
structions where the virtual logarithm map vanishes on only a subset of the
units. The examples use number fields K with automorphisms o of orders 2, 3,
4, and 6, where K7 forces some units to have zero virtual logarithm. Our work
is an extension of this idea. We explore the full Galois subfield lattice {K?"} and
introduce adequate Galois Schirokauer map.

Vanishing Schirokauer map for order two automorphisms. By Proposi-
tion[I2] the other alternative to ensure Condition [J]is to construct a Schirokauer
map that vanishes on the field elements fixed by the automorphism. In the 521-
bit record [13| on F,s, De Micheli et al. construct such a Schirokauer map with
an order 2 TNFS-automorphism ¢. We now examine their construction.

Let m = [K : Q]. Since K has index 2, let w € K such that £ = K7 (w).
For v € I'/T*, compute A(y) from Equation and decompose it as A(7)
mod O = 7y + yrw mod £O where 7y and 7; are polynomials of degree at
most m/2 — 1. A Schirokauer map A on « is defined by taking r independent
integer linear combinations of the coefficients of 1, which is possible if and only
if » < m/2. This Schirokauer map vanishes on the elements fixed by o. Indeed,
if v belongs to K7, then so does any lift of A(v), and hence 7, is zero and so is
A(7y). The authors provide two such constructions on two finite field instances of
degrees 6 and 12. However, the construction is specific to order 2 automorphisms.
Generalizing the construction to order k automorphisms requires r < m/k, which
is too restrictive. Specifically, since r > m/2—1 by Dirichlet’s theorem, the above
requirement fails whenever k > 4 or (k =4 and m > 4) or (k =3 and m > 6).

5 New Galois Schirokauer map for virtual logarithms

Why do we need a new Schirokauer map? For an order-k TNFS automorphism
o, one would like to identify the virtual logarithms of all prime ideals in a o-orbit
from a single representative, via the finite-field relation log(z?) = ¢ log(x) mod
¢ and its analogue that is Condition [0] For k& > 2, this typically fails with
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standard Schirokauer maps: the unit contribution A(7)-vlog A in relations is not
compatible with o, and fixed subfield elements introduce additional constraints
(cf. Proposition that cannot be enforced without controlling units. Our goal
is therefore to construct a computable linear map A such that

(i) it vanishes on elements coming from proper fixed subfields X7~ (so that the
corresponding unit contributions disappear),

(ii) it has a simple compatible rule under o, namely A(v?) = ¢ C A(y) for a fixed
matrix C.

5.1 Vanishing on some powers of the automorphism

Our construction of a new Schirokauer map comes at the cost of reducing the
rank of the Schirokauer map. The following definition extends the one from [13].

Definition 14 (Galois Schirokauer map (GSM)). A Galois Schirokauer
map on (K, ) is a linear map A : I'/T* — (ZJEZ)" for some integer w, which
is trivial on proper subfields of IC fixed by powers of 0. The integer w is referred
to as the rank of A.

The rank w of a GSM can be smaller than the unit rank r of the field,
which departs from Definition [2l Nevertheless, we will prove that the vanishing
property on {IC"S}S“C)S#;C compensates in many cases, and that Assumption
can be adjusted accordingly.

Definition 15 (Construction of a GSM). Let m = [K : Q]. Let d be a divisor
of k. Recall that Fy > ¢ = p® mod £ is such that &(x) = ¢ and (¥ =1 mod £.
Let ag, ..., apmp—1 € K7 and y € K such that {aiyU]}OSiSm/k_L 0<j<k—1 15 @
Q-basis of K (which exists by the normal basis theorem). We define a GSM of
rank w = d - m/k, denoted AY*® . )T — (ZJ(Z)*™/* as follows:

— Compute A(v) mod O as defined by Equation .
— Decompose A(y) in the above basis as

m/k—1k—1

A(y) = Z Z%‘,j ~ay”  mod (O,

i=0  j=0
— Define A®24) in matriz form as follows, where indices j run over Z]kZ:

r/rt— (z)ez)*™*

Ty =0 10,567 - X j=opg Ym/k-1,6¢

A . :
ijd—l[d] Y0,¢7 - ijd—l[d] Y k-1,5¢
The application A%79) is a linear map. However, not any divisor d makes

it a GSM, as we must ensure that this map vanishes on subfields. The following
lemma and corollary address this.
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Lemma 16. A% (y7) = (CyAT7D (), where Cq4 is the d x d circulant
matrix

0 1
10

Cy=
10
Proof. Since o fixes £O, we have A(7?) = A(v)? mod ¢O. The latter decom-

poses as follows, still with indices j running over Z/kZ:

m/k—1 m/k—1

o It o
A('V) = Z Z%‘,j Yy ’ = Z Z%‘,j_1 y ! mod ¢O.
=0 7 =0 j
Finally, we have

Y=o V0.0-1 T s s Ymsk—1,-1 ¢
A(K,a,d) ("}’U) _ C . .

ijd—l[d] 051 ¢t ijd—l[d] Tm/k—1,j-1 ¢t
= (CaA"7 D ().

Proposition 17. If d | [], ., (p)>0pva1p<k>*1, then A%o4) 4s o GSM. In par-
ticular, if k is square-free, only d = 1 works.

Proof. Let here A = A%24) For e a proper divisor of k and v € K% we have
by Lemma (16| A(7) = A (y7") = ¢°C4A(7). Thus, (¢°C§ —I;) A(y) = 0. If the
matrices {(°C§ —Id}e‘k78¢k are all invertible, we have A(y) = 0 as desired. Given

such an e, the matrix determinant is equal to (fl)dgedmg(g*e), where xce is

the characteristic polynomial of C¢. Since the eigenvalues of C¢ are {¢ irek/d f-l;Ol,

we have
d—1

pee (X) = 1:[0 (X _ Cz:e.k/d)
= PR ged(e,d)
I (X — ¢rek/d)
i=0

d ged(e,d)
— (chd(e,d) — 1)

where the second equality comes from min{i € N | ¢*¢*/¢ = 1} = min{i € N |
ie/d € N} = d/gcd(e,d). Consequently, (°C§ — I is invertible if and only if
¢ed/eed(ed) £ 1 which is equivalent to k { lem(e, d). We easily verify that this
holds for all e only if d meets the announced condition.

3

Ezample 18. Consider a TNFS diagram as in Figure [3] constructed with the
conjugation method for Fpe (i.e, n = 6), (K1, Kz) with m; = [K; : Q] = 12 and
mo = [K2 : Q] = 6, and a TNFS automorphism (o1, 02) of order k = 6, so that
d = 1. We now examine the GSM construction given by A; = AXL.o1.d) and
Ag = A(’C2’02’d).
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— GSM on side K. The rank of Ay is d - my/k = 1. Let {y,y°2,...,5%2} be
a Q-basis of Ko with y € Ky, then Ay(y) is computed as follows. We have
A(y) = E?:o 7jy‘7§ mod ¢0, and Ax(y) = E?:o vj ¢! € Z/VZ. Moreover,
we check that A3(v72) = (Aa(7).

— GSM on side K:l. The rank of /11 is dml/k = 2. Let {aiygj }QSZ‘SL 0<5<5
be a Q-basis of K1 with y € K1 and a € K. We compute A; (7) as follows.
We have A(y) = Z?:o 'yo’jy"{ + Z?:o vl’jay"{ mod £O. Then

Ai(y) = Z%,j ¢, Z“ﬂ,j | @/
§=0 7=0
Moreover, we check that A;(y7*) = (A1 (7).

5.2 Computing virtual logarithms with Galois Schirokauer maps

Let U be the subgroup of O* that consists in units in subfields, i.e. U is generated
by Usk,s2k (O MK7"). Let V be the abelian group O* /(U - (O*)*), which we
view as a Fy vector space. We have O* /(0*)! =V @ (U/U").

Consider A%79) a5 in Definition [L5| with d as large as Proposition 17| allows,
so that 424 is a GSM. We need the following adjustment of Assumption

Assumption 19. The restriction of A% to V' has full rank v := dim V.

Assumption [19] requires that A%@ have enough coordinates. More precisely,
given w = d - m/k the rank of A it implies

w>v=dimV. (5)

Note that is equivalent to the existence of a system of fundamental units of K
in which at most w units do not belong to U. Similarly to the usual Schirokauer
map case where one guarantees that r = dim(O0*/(O0*)*) coordinates can be
chosen from A in Equation , and then assumes that they are free, i.e, form
a basis of the dual (O*/((0*)%)T (Assumption 7 in our applications we have
Inequality , and then we assume that v coordinates of the GSM are free, i.e,
they form a basis of the dual V1 (Assumption .

Proposition 20. Assume that Assumption [I9 holds. After reordering, let the
family ((A(’C"’7d))j)§:1 be a basis of (0> /(U-(OX)))T. Then, ((A(’C’”’d))j)gzll_l}'
can be extended to a basis of (I'/T°)" (so that in particular, Assumptionlg holds),
but the added linear forms do mot contribute to a vlog map that is written along

this basis.

Proof. Let here A = ((/1(’C’f”d))]-);-’:1 for brevity. Let A = (A;)j_; be the dual ba-
sis of A within V. Extend it to a basis (A = (\;)—;, A" = (X;)jZ7) of 0% /(O* )6,
in such a way that all \’; belong to U/U*. Since A(X}) = 0, the dual basis of
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(A, A) is of the form (A, A’) for some (r — v)-dimensional linear map A’. Now
following the discussion in §2.2] a vlog map writes as

viog ¢ = A(¢) - viog A + A'(¢) - viog A" + (val, ¢)yer - viog F.
By Corollary vlog A’ = 0, so the computation of A’ is not needed.

The following proposition recapitulates the condition needed to use the new
GSM to define a virtual logarithm map in a discrete logarithm computation.

Proposition 21 (Conditions to define a vlog with a GSM). Let (K, K2)
be as in Figure @ of degree over Q equal to (mqy,ms) with a TNFES automor-
phism (01,02) of order k. Let d = pralk(pbopvalp(kr)fl so that (A1, A3) =
(AT o1d) | A(R2,02,4)) - ginen by Deﬁnition are two GSM of rank wy = d-mq /k
and we = d -ma/k.

Suppose holds, i.e, that for i = 1,2, there exists a system of fundamen-
tal units in IC; in which at most w; units do not belong to Us|k,s¢le;Tf, Then
if Assumption holds, (A1, Ag) can be used as a replacement for a standard
Schirokauer map in discrete logarithm computations.

5.3 Compatibility with the automorphisms

Proposition 20 shows that our GSM can be extended a good enough Schirokauer
map for TNFS, in the sense that that Assumption |3| would hold for that ex-
tension. Therefore, if TNFS succeeds (which implies that we have sufficiently
many relations), then the virtual logarithm map that is defined via that exten-
sion is, by construction, correct in the sense that it factors through the finite
field via a non-trivial discrete logarithm map. We will now use this to prove that
Condition [ is met.

Consider ¢ a TNFS automorphism of order & on side /C and recall that ¢ € F
is a k-th primitive root of unity (and also a power of p) such that & : x + 6.
We need two intermediate lemmas.

Lemma 22. Let vlog be a virtual logarithm map on side IC. Then for all v €
I/, vlog(y7) = ¢ vlog(7).

Proof. Denote by ¥ the projection to the finite field as in Figure [3] A virtual
logarithm map vlog as in Definition [4is proportional to a logarithm of the finite
field. That is, there exists a generator g € IF;L such that for all v € I/,
vlog(y) = logg(W(fy)). Therefore,

vlog(y7) = log, (¥ (7))
= log, (#(7)”) by Definition [7]
= log, (¥(7)°) = (log,(¥(7)) = ¢ vlog(7)

Lemma 23. Consider A% from Definition n and assume that Assump-
tion |19 . holds. Then CT vlog A = vlog A
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Proof. For ease of presentation denote A = A4 Consider u € V. On the
one hand from Lemma [22] we have vlog(u®) = ¢ vlog(u) = (A(u) - vlog A, where
the last equality comes from the fact that u has zero valuation on prime ideals.
On the other hand,

vlog(u?) = A(u?) - vlog A
= (CyA(u) - vlog A
= (A(u) - CY vlog A.

In conclusion we have for all u € V, A(u) - (C] vlog A — vlog A) = 0. By As-
sumption [19| A has full rank on V, which implies C7 vlog A — vlog A = 0.

Remark 24. Lemma [23|is trivial when d = 1 since C; = 1.

The following theorem states that a virtual logarithm defined with our GSM
satisfies Condition [J] as claimed.

Theorem 25. Let (K1,K2) be as in Figure[Jwith a TNES automorphism (o1, 02)
of order k. Let d = Hp valy(p)>0 pYale(B)=1 " Following Definition define two

GSMs by A; = AKwo0d) for i = 1.2, Assume that Equation as well as
Assumption hold. Let vlog = (vlogy,vlog,) be a virtual logarithm map de-
fined with (A1, As). Then C’ondition@ holds. That is, for all 1 = 1,2, Vp € F;,

vlog;(p?*) = ¢ vlog;(p).

Proof. By Proposition (A1, A2) can be used to define a virtual logarithm map.
We drop the subscript ¢ and consider one of the two sides. Consider p € F. By the
class group theorem, there exists v € I' such that (y) = p”, and () = (p")h.
Then vlog (v7) = h vlog (p?) + A (77) - vlog A. That is

A(y7) - vlog A)

(Cy4A (v) - vlog A) By Lemmas 22] and

) - C vlog A)

7v) - vlog A) By Lemma[23]

5.4 Shrinking the linear system

We have proven that under Assumption [I9 our GSM is sufficient to obtain a
successful TNFS computation. Let us know show that thanks to the results of
Theorem 25 and Proposition[20] the linear system in this case can be equivalently
solved with a much smaller matrix.

The linear system solved by the linear algebra step is represented in matrix
form. Each row corresponds to an equation, and each column corresponds to an
unknown, either coordinates of vlog A (a few columns) or of vlog F (all others).

We first consider “special ideals”. If p € F is fixed by ¢® for some s a proper
divisor of k, then p" is generated by an element v, that is also fixed by o*. We
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have vlogvy, = A(7y) - vlog A + hvlogp. Since A is a GSM, then A(v,) =0, and
Lemma [I0] concludes that vlogp = 0. The columns corresponding to such ideals
are removed from the matrix, which shrinks its size (albeit insignificantly).
Now consider the most common situation where p from the factor basis is
not fixed by o° for any proper divisor s | k. Since vlog(p?) = (vlog(p), we
can express the k unknowns (vlog(p),... ,vlog(p"kil)) in only vlog(p). This is
done as follows. Denote Cy, ..., Ck_1 the columns corresponding to p, . .. ,p"k_l
These k columns are replaced by one column equal to C' = Zi:ol ¢'C;. Since this
case is the most common, the linear system size is reduced by factor roughly k.
Accordingly, the number of required relations can also be reduced by roughly k.
To estimate the performance gain in the linear algebra, it is crucial to exam-
ine the coefficient sizes of the new matrix and not only its dimension. Indeed,
since the original matrix is sparse with coefficients mostly equal to —1, 0, or 1,
the Block-Wiedemann algorithm [11] accomplishes the linear algebra step in ap-
proximately AN? arithmetic operations (mostly additions), where A designates
the average number of non-zero coefficients per row and N the matrix dimen-
sion. The aforementioned operation reduces the matrix dimension to =~ N/k,
while maintaining the average number of non-zero coefficients per row roughly
A. In fact, in most relations, at most one ideal appears per orbit. Further, the
non-zero coefficients in the matrix become polynomials in ¢, most often +(*
for 0 < i < k — 1. The trick is to decompose the matrix M in basis (. Write
M= Mo+ M+ -+ Mp_1¢F1, where each matrix M,, of dimension ap-
proximately N/k, has coefficients in {—1,0,1}, and an average density around
A/k non-zero coefficients per row. Each matrix-vector multiplication Mwv in the
Wiedemann algorithm can be instead accomplished by k& matrix-vector multipli-
cations with the matrices M;, and k - N/k multiplications by powers of (:

k—1

Mu=> "¢ (Mpw).

=0

The number of arithmetic operations needed to perform a matrix-vector multi-
plication this way is k- A\/k - (N/k) = X - N/k additions in Z/¢Z and k - N/k
multiplications with k-roots of unity in Z/¢Z. Counted in number of arithmetic
operations, the cost of a matrix-vector multiplication drops to approximately
(A+ k) - N/k. Overall, we get the cost of the linear algebra using step order k
TNFS automorphisms, that is (A+k&)(N/k)? operationﬁﬂ This needs to be com-
pared with the cost of the linear algebra if the automorphisms are not used,
which is AN2. In conclusion, we expect that linear algebra is faster by a factor

A
— k% 6
Atk (6)
3 The distinction between additions and multiplication and additions is barely relevant
here. For most sparse operations (additions), memory access penalties easily dwarfs
the difference in cost, while in contrast multiplications are done on dense vectors.
Furthermore, k is typically significantly smaller than A.
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Since the order k (e.g., kK = 6,12) is small compared to A (A & 200 in record-size
computations such as |10]), we approximate the acceleration factor to k2.

6 Application: acceleration of the linear algebra step
with order 6 and 12 TNFS automorphisms

Let Fpe (resp. F,i2) be any finite field of characteristic p and extension degree
6 (resp. 12). We show in this section how to construct a TNFS diagram on Fe
(resp. IFp12) using the Conjugation polynomial selection method and ensuring two
properties. On the one hand, the diagram enjoys an order 6 (resp. 12) TNFS au-
tomorphism, and on the other hand, the new GSM from Definition [15|fulfills .
the TNFS automorphism can be used to accelerate the relation collection by an
approximate factor of 6 (resp. 12), and as a consequence of Theorem it can
be used to accelerate the linear algebra step by an approximate factor of 36
(resp. 144).

6.1 Construction of order 6 and 12 TNFS automorphisms

The extension degree n is 6 or 12. It decomposes as n = nx with n and k coprime
and non-trivial (hence two possible setups for n = 6, and two setups for n = 12).
In all these setups, the Conjugation method presented in §2.1] with the choices
of Table [4] provides a TNFS diagram with two automorphisms o1 € Aut(K;)
and o2 € Aut(Ksy), both of order n. The following proposition states that they
constitute a TNFS automorphism as in Definition [7]

Proposition 26. For each of the setups (n = 3,k = 2) or (n = 2,k = 3) for
n==6,or(n=3k=4) or(n=4,k=3) forn =12, let h, fi and f2 be
three polynomials selected by the Conjugation method, where h of degree m has
cyclic Galois group and, f1 and fo of respective degrees 2k and Kk are selected
with Table [} Additionally, suppose that p does not divide their discriminant.
Denote o1 € Aut(K1) and o2 € Aut(KCs) the resulting order n automorphisms.
Then they each fix a prime ideal of degree n above p, that is, (01,02) is a TNFES
automorphism.

Proof. Denote oy, oy, and oy, of respective orders 7, x, and &, the automor-
phisms corresponding to the polynomials. Recall that since  and k are coprime,
the automorphisms o and o2 are defined by the joint action of o} and oy,,
and oy, and oy,. It is sufficient to prove that o) fixes a prime ideal of degree n
above p, and oy, and oy, each fixes a prime ideal of degree x above p.

Denote Oy, Oy, , and Oy, the ring of integers of Kp,, K¢, and K¢,. By construc-
tion, h is irreducible modulo p, which means that pQj, is irreducible of degree 7.
Therefore, pOy, is fixed by o}, since the conjugate of a prime ideal above p is a
prime ideal above p. The same scenario occurs in Ky,, the automorphism oy,
fixes pOy, which is an irreducible prime ideal of degree &.

It remains to prove that oy, fixes a prime ideal of degree x above p. We know
that pOy, is not prime. In fact, by construction f; has an irreducible factor
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of degree x modulo p, hence, pOy, splits into a degree x prime ideal p times
a remaining part of total degree k. If the remaining part is not a prime ideal
of degree k, then o(p) = p since the conjugate of a prime ideal above p is a
prime ideal above p with the same residual degree. Hence, we restrict to the
case pOy, = pq, with p and q are both irreducible prime ideals of degree x. A
root of the polynomial p (from the Conjugation method in in Ky, := Q1)
is —go(a1)/g1(c1) which is stable under the action of oy for all the choices of
(90,91) in Table |4l Therefore, the number field K, := Q[z]/(x) is isomorphic
to IC;fl ,and oy, is a K-automorphism of Ky, . We conclude the proof by looking
at the decomposition pattern of the characteristic p along the tower Q C K, C
Ky,. Denote O, the ring of integer of K,. By construction, p has two roots
modulo p, which means that pO,, decomposes as a product of two prime ideals p,,
and pyp, each of residual degree 1. Further, recall that pOy, = pq, therefore, after
reordering the ideals, we have p,Of, = p and p,Oy, = q. Since oy, is a K-
automorphism of Ky, , we must have oy, (p) a prime ideal above p,, thus equal
to p. Note that the reliance on the choice of (go, g1) is not required if « is odd.
Indeed, we have oy, (p) = p as the alternative oy, (p) = q would imply that
o’ (p) = q. This contradicts the fact that the order of oy, is &.

6.2 Large enough rank for the Galois Schirokauer map

Once the TNFS diagram is constructed with an order n TNFS automorphism
(01,02) as described in Proposition [26] where n = 6 or n = 12, Construction
defines a GSM equal to

— (/11,1,/1172) of rank (27 ]_) if n= 67
— (Ag,1, Ag o) of rank (4,2) if n = 12.

To satisfy , we need the number of fundamental units not belonging to sub-
fields related to the automorphism to be bounded by the rank of the Schirokauer
map. In Theorem 29 we provide restrictions on the number of real roots of the
selected polynomials to ensure that such conditions are always met for n = 6
and n = 12. The following lemma provides a formula to compute the unit rank
of a compositum.

Lemma 27 (Unit rank of compositum of number fields). Let K and L be
two linearly disjoint number fields over Q with degrees n and m and signatures
(u,v) and (u,v). Then the unit rank of their compositum M is 1/2(nm~+up)—1.

Proof. The embeddings of M are the pairs (g,!) tht consist of embeddings of
K and £ because K and L are lineary disjoint. Therefore, the number of real
embeddings of M is u x u, and the lemma follows from Dirichlet’s unit theorem.

In TNFS context, for ¢ = 1,2, the middle number field KC; is the compositum of
K and Ky,, which are linearly disjoint over Q since [IC; : Q] = [Kp, : Q]-[Ky, : Q.
By Lemma [27] we have

K, = 1/2 ("7 deg(fz) + Thrfi) -1, (7)
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where 7 denotes the number of real roots of a polynomial f. We also need the
following assumption which is related to Leopoldt’s conjecture [3]| (in the sense
that Leopoldt’s conjecture is the p-adic version of the following assumption).

Assumption 28 (Unit lift assumption). Let K C £ be an extension of num-
ber fields and {uy,...,u,} a system of fundamental units of KC. Denote ; the lift
of u; to L for 1 <i <wr. Then {Gy,...,U,} extends to a system of fundamental
units of L.

Theorem 29 (Speed-up of the linear algebra step for n = 6 and n = 12).
Let n = 6 orn = 12. Let (h, f1, f2) be constructed by the Conjugation method
with an order n TNFS automorphism (01, 02) as described in Proposition[26 (in
particular, p does not divide their discriminant). Suppose further the following
restrictions on their numbers of real roots.

1. If n is even, then h has no real roots.
2. If n is odd, then f1 and fa have no real roots.

Table[3 recapitulates these restrictions. Then, under Assumption[28, the field Ky
(resp. Ko) admits a system of fundamental units with:
e At most 2 (resp. 1) fundamental units that do not belong to IC‘;f U IC;T?
(resp. Ing U K;g) if n =6.
o At most 4 (resp. 2) fundamental units that do not belong to IC;T? u IC;Til
(resp. ,ng u /C;g) if n=12.
Consequently, the GSM ofDeﬁnitz'on satisfy , i.e., by Theorem it allows

to speed-up the linear algebra step by a factor approximately equal to 36 if n = 6,
and 144 if n = 12.

n 6 12
Setup n=2,k=3)n=3,k=2)|(n=3,k=4)|(n=4,k=3)
Requirement:
Polynomials with h f1 and fa f1 and fa h
no real roots

Table 5: Requirements on the polynomials output by the Conjugation method.

Proof. Assumption [28|reduces the conditions on the distribution of fundamental
units along subfields to requirements on unit ranks. Precisely, we shall prove

— If n =6, then ri, — (r}cgg T o2 ricei) < wg, where (wq,wz) = (2,1).
— If n =12, then ri, — (r;(,? + TIZC(’? - TICU%) < w; where (wy,ws2) = (4,2).
The theorem depends on the subfields trellis of the number fields /1 and Cs.

For this reason we consider each setup. In particular, we prove the theorem
separately when n = 6 and when n = 12.
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The extension degree n = 6. Recall that the ranks of the Schirokauer maps
on (K1,K2) are (1,2). We next consider the two setups n = 3 and n = 2.

1. The case 7 = 3 represented in Figure [6} Suppose 7 is taken equal to 3.
The polynomial A is chosen such that Kj is Galois. Therefore, Ky, is totally
real (since its degree is odd), and its unit rank is equal to 2. The rest of the
proof is divided into the examination of the units in K; and in /Cs.

— Distribution of the units along the subfields of Ks. Since h has
three real roots, the unit rank of Ky is Ty = 2+ 3ry,/2. The field Ko

has two subfields related to oo that are IC : ~ Ky, and IC : ~ [Cp, with
respective absolute degrees 2 and 3. By Dmchlet S theorem the sum of

their unit ranks is 2 + 7, /2. Further, the subfield Ing N Kgg = K7 is
isomorphic to Q, hence its unit rank is 0. The required condition becomes
243ry,/2—(2+7rys,/2) <1, which is equivalent to 7y, < 1. Since f, has
degree 2 and the number of real roots of fs is necessarily even, this is
equivalent to requiring fo with no real roots.

— Distribution of the units along the subfields of ;. The field

2
K1 has unit rank r, = 5 + 3rp, /2. Further, its subfield K]' ~ Ky,

3
has absolute degree 4 and unit rank 77,/2 + 1. The subfield KJ' has
two linearly independent subfields, K;, and K7' (since there absolute
degrees that are 3 and 2 are coprime) That is to say Tt > T K,

where ri, = 2. Therefore, ric, — (r}cﬁg R o) < 2+ 2ry,. Hence
1 1

requiring ry, = 0 fulfills the announced condition.

2. The case 1 = 2 represented in Figure [7] Here 7 is set to 2. The unit
rank of I is equal to 0 since h has no real roots. The rest of the proof is
divided into the examination of the unit distribution in K; and in Cs.

— Distribution of the units along the subfields of 5. The polyno-
mial f5 has 3 real roots since it has odd degree 3 and an automorphism
of order 3. Thus, by @, the unit rank of Ky is 3r,/2 + 2 = 2. The

2 3
sum of the unit ranks of K32 ~ K; and K32 ~ Ky, is r,/2 + 2 = 2.
Since K52 ~ Q, we get ¢, — ( o3t z—rK:aQ):0<1

"2
— Distribution of the units along the subfields of ;. Since h has
no real roots, then by Equation ([7] , the unit rank of Ky is 5. Let us
distinguish two cases whether the extension field 7!, which is of absolute
degree 2, is totally real or totally imaginary. Suppose first that 7' is

3
totally real. The field K7' ~ K, is a relative extension 3 field over K7*.

3
Thus, IC‘l71 cannot be totally complex. Its units rank can only take values
equal to 3, 4, or 5 (not 2). In all three cases, we have ri, — (r .3 +

91

1
TKY% — T}Cj’l) <re,— ’I“K;,% < 5 —3 = 2. Suppose now that KJ* is totally

3 2
imaginary. Then, the unit rank of J* is 0. The fields 7' and KJ" have
respectively unit ranks at least 2 and 1 since their absolute degrees are
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2 3
6 and 4. Hence we count at least 3 independent units in ;' U K] out
of the 5 units of ;.

The extension degree n = 12. Recall that the ranks of the Schirokauer maps
on (K1,K2) are (2,4). Consider the two setups n = 3 and 7 = 4.

— The case n = 3 represented in Figure The polynomial h has three
real roots and the unit rank of K is 2. Let us examine the distribution of
the units along the subfields of Ky and ;.

e Distribution of the units along the subfields of 5. The unit rank
of ICy is 5+ 3ry, /2. We require f5 to have no real roots, hence, ri, = 5.
Further, we count 2 for the unit rank of X; which is isomorphic to a
subfield of IC;S, and 1 for the unit rank of Kz, ~ K5 > Since the absolute

2
degrees of Kj, and K32 (that are 3 and 2) are coprime, we necessarily
have r}cgg +TIC;'% —r}ng > ric, +T}C§§ > 3. The required equation follows.
e Distribution of the units along the subfields of ;. We require
f1 to have no real roots. Hence, the unit rank of /C; is 11. On the one

4
hand, the unit rank of KJ' ~ Ky, is 3. On the other hand, we shall
6 4 6 2
count the unit ranks of K7* and the intersection 7' N7 = K7*. Let
2
(rg,.) be the signature of KJ'. Since its absolute degree is 4, its unit

6 2
rank is equal to 1+4r,/2. Further, K{" is the compositum of 7' and Ky,
which have coprime absolute degrees 4 and 3. Consequently by @, the

unit rank of IC;Tf is 5 + 3r,/2. Therefore, we have r’CU? + TKG% — TICU% =
7+ ry. Since r4 > 0, and the unit rank of Xy is 11, we have the reqtiired
TIC, — (Tlcf? + T}C:% — T’CZ%) < 4.

— The case 1 = 4 represented in Figure [77] We require the polynomial h
to have no real roots. Therefore, the unit rank of Ky, is 1. We continue the
proof by examining the units in both number fields Ko and ;.

e Distribution of the units along the subfields of K. The unit

rank of Ky is 5. Since f; has an automorphism of order 3, the unit
3
rank of Ky, ~ K3° is 2. Additionally, we count 1 for the unit rank
4
of Kj =~ K3°. Since these two subfields have coprime absolute degrees
equal respectively to 3 and 4, the required equation follows.

e Distribution of the units along the subfields of ;. Since h has no
real roots, the unit rank of Ky is 11. We want to prove that the quantity
v:i=r .6 +71 .4 —1 .2 is greater or equal to 11 — 4 = 7. The absolute

Kt Kyt Kyt
4
degree of k7' is 8, hence unit rank is at least 3. Further, let (e,.) be
2
the signature of 7', then its unit rank is 1 + /2. Moreover, consider
6 2 6 2
a polynomial U that defines K7* over K7, i.e, KJ' = K7 [X]/(U). The
polynomial U can be taken with rational coeflicients since its degree 3 is

2
coprime with the absolute degree of 7' that is 4. Since the number of
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6
real roots of U is at least 1, Equation (7)) implies the unit rank of 7" is
at least 5 + e/2. Overall, we get that v > 5+¢e/2+3 - (1+¢/2)="7.

In conclusion, it is sufficient to restrict the number of real roots of the selected
polynomials as indicated in Table[5] which is practically easy, in order to ensure
that the GSM construction from Definition [I5] is sufficient to compute discrete
logarithms while using order 6 or 12 TNFS automorphisms to accelerate the
linear algebra step. These restrictions allow to construct the number fields Ky
and Ko with enough fundamental units that belong to subfields related to the
automorphisms, and therefore, the few remaining units that do not vanish by
both the GSM and the virtual logarithm can be controlled by the GSM.

2 2
3 Kyt~ Ky, / 3
Ko KS? ~ K
1 2" =N

2 3 A
Q

(a) Lattice of o1-related subfields of K1  (b) Lattice of oa-related subfields of Ko
of absolute degree 12. of absolute degree 6.

Fig.6: Lattices of automorphism-related subfields with the setup n = 6 and
n = 3. Each edge indicates a field extension and is labeled with the corresponding
extension degree.

6.3 Application to other automorphism orders?

The natural continuation of this work is to extend the use of Galois Schirokauer
maps to other composite orders than 6 and 12. The dimensions of the GSM are
provided by Proposition [I7]and their values are exhibited in Table[10| for various
values of n. If some restrictions on the polynomials restrict enough fundamental
units to belong to subfields related to the automorphism, then theses GSM allow
to accelerate the linear algebra step with approximately a factor n2. The problem
of constructing a TNFS automorphism of order n for any extension degree n is
an open problem. We were not able to solve it for integers n that are powers
of primes (e.g. 4, 9, 16), where £ and n cannot be taken coprime. For other
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K1
VRN

3
Ko~ Ky, =
v
X K:gg >~ /Cf2
K K32 ~ K,
2 / 3 /
2
Q
(a) Lattice of o1-related subfields of K1 (b) Lattice of oa-related subfields of Ko

of absolute degree 12. of absolute degree 6.

Fig.7: Lattices of automorphism-related subfields with the setup n = 6 and

1 = 2. Each edge indicates a field extension and is labeled with the corresponding
extension degree.

Kge 3 Ko

2
:Kfl 3

2 Ky :=K7? ~ Ky,
K ® 2 K3 5~ K /
Kt
3 ) 3 )
Q Q
(a) Lattice of o1-related subfields of K1 (b) Lattice of oa-related subfields of Ko
(absolute degree 24). (absolute degree 12).

Fig. 8: Lattices of automorphism-related subfields with the setup n = 12 and

n = 3. Each edge indicates a field extension and is labeled with the corresponding
extension degree.



26 Haetham AL ASWAD, Cécile Pierrot, Emmanuel Thomé

A\

’CU4 O Kh /
K~ Ky, / K3t

KT K3t ~ Ky,
3
2 IC;I = ’sz %
Kt K32
2 3 2
Q Q
(a) Lattice of o1-related subfields of 1 (b) Lattice of oa-related subfields of Ko
(absolute degree 24). (absolute degree 12).

Fig.9: Lattices of automorphism-related subfields with the setup n = 12 and
1n = 4. Each edge indicates a field extension and is labeled with the corresponding
extension degree.

degrees that are square-free such as 10, 14, 15, while the construction of TNFS
automorphisms might be feasible, our GSM rank is too low. The investigation
of other non square-free orders such as 18, 20 and the powers of prime ones is
left for a future work. Another interesting continuation is to apply our GSM to
other polynomial selection methods.

n 4 [ 6 8] 9 10]12] 14 | 15
Ranks| (4,2) [(2,1)[(8,4)[(6,3)[(2, D[(4,2)] (2,1) [(2,1)
n | 16 | 18 | 20 | 21 | 22 | 24 | 25 | 26
Ranks|(16,8)[(6, 3)[ (4, 2)[(2, 1)[(2, 1)[(8,4)[ (10, 5)[(2, 1)

Table 10: Ranks of the GSM of Definition |15| on (K1, C2) of absolute degrees
(2n,n), and constructed with an order n TNFS automorphism.

7 Experimental validation: acceleration of the linear
algebra step

To validate our findings, we provide a SageMath implementation of the Tower
Number Field Sieve in which the user can choose to use the usual Schirokauer
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map, or our construction of Galois Schirokauer map together with TNFS auto-
morphisms. We demonstrate our results by applying TNFS on degree 6 and 12
finite fields. Our SageMath implementation is available at

https://anonymous.4open.science/r/tnfs-6EDS

together with the complete data of our experiments (polynomials, TNFS param-
eters ...). We emphasize that our implementation is not optimized, in fact, all
presented examples in this section can be solved with elementary algorithms.
The goal of our implementation is twofold. First, it shows that our theoretical
findings work and allow to compute discrete logarithms. Second, it demonstrates
the factor 6 and 12 reduction of the size of the matrix in TNFS brought by our
work. These results are presented in Table Using automorphisms or not, no
example worked with the setup (n = 12, n = 3, kK = 4). Our explanation is that
the sieve dimension that is 21 = 6 is too low given that the characteristic size
is small. To make such examples work, it is necessary to consider sieve elements
with degree larger than 1 over K, which is not supported by our code, or to
increase the characteristic size, thus reaching values that are out of the scope of
what SageMath can handle. The implementation works in the following setups.

.. bitsize|Setup: Matrix dimension), rank
Finite field of p" | n :p Without au(tomorphism )Our work
Foge 30 2 (34686 x 24006),23334 | (5849 x 4001), 3878
Fsr6 32 3 (1177 x 510), 502 (202 x 85), 81
Fss6 35 2 * (15580 x 9874), 9666
Fi712 50 4 (86934 x 23196),22647 | (7311 x 1936), 1874
Fs312 69 4 * (22674 x 15469), 15291

Table 11: Experimental results. Comparison of the matrix size depending on
whether TNFS automorphisms (of orders 6 and 12) are used. A * indicates that
SageMath killed the computation because of the large matrix size. The complete
data of these computations are provided in the git repository, and polynomials
can be found in Appendix [B]

Polynomial selection. For n = 6,12, to perform a computation on a finite
field F,» of characteristic p, the polynomials must be selected following the
Conjugation method presented and Table [4] This ensures the presence of
an order n TNFS automorphism as proved in Propositions [26] Moreover, the
polynomials must be chosen with the constraints on the number of real roots of
Theorem [29 which are recapitulated in Table [5] The choice of the polynomials
is done by the method polyselect in tnfs.py. The user must set adequate
polynomials (h, f1, . ..) in the method set_from_family.


https://anonymous.4open.science/r/tnfs-6ED8
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Relation collection. We use the special-q technique to collect relations [32]. Only
one special-q ideal is considered per orbit. Thereafter, if the automorphisms are
not used in the code, we simulate their “non-use” by expanding each relation
into n conjugate relations which is done with the method expand_list_phi. If
the automorphisms are used, then we do not expand the relations and proceed to
the next step. This is carried by the method relation_collection in tnfs.py.

Linear algebra. We construct the GSM (Aq,, 1, A4, 2) from Definition (15, where
dg = 1 and dy5 = 2. Then, via matrix multiplication in our code, we replace each
n conjugate columns by one column, and remove the columns corresponding
to prime ideals fixed by a power of the automorphism, as explained in §5.4]
Consequently, the number of columns is reduced by a factor slightly larger than
n and the number of rows by a factor n (we need to find n less relations). We did
not implement the Wiedemann algorithm in SageMath. We rather use SageMath
functions to solve the linear system and check that our algorithm computes a
virtual logarithm map as expected. Therefore, we only compare the sizes of the
matrices depending on whether the order n TNFS automorphism is deployed or
not. Table[LT] presents the matrices sizes on several finite fields of degree 6 and 12.
In the tnfs.py file, the methods relation_matrices constructs the matrix
of relations, and the methods linear_algebra and modified_linear_algebra
find a kernel element of the matrix. The first applies when the automorphisms are
not used, and the second when they are used. Integrating the GSM constructions
in the cado-nfs software |1] and modifying the linear algebra to deal with the
matrix decomposition in basis ¢ explained in is left for a future work.

Final step : verification. While we did not implement the individual logarithm
step—as our work does not improve it—we ensured the consistency of the vir-
tual logarithm map computed by our linear algebra step. This was achieved by
considering numerous sieve elements ¢ in one of the two middle number fields
that correspond to relations from previous steps. Subsequently, we confirmed
that their virtual logarithms correspond to the logarithms, in some basis g, of
their projection to the finite field. This is done as follows.

We choose g a generator of the sub-group of order ¢ of the finite field’s mul-
tiplicative group. For each considered ¢, we compute on the one hand its virtual
logarithm vlog ¢ using the output of our algorithm, and on the other hand its
logarithm logg(qb) in basis g using the logarithm function implemented in Sage-
Math. While the quotient (vlog ¢)/log,(¢) mod £ is constant over the picked ¢’s,
say equal to ¢, we continue with different sieve elements. If a sieve element pro-
vides a quotient different from ¢, then the algorithm failed. If the quotient is
constant over all the ¢’s (in number of 40 in each of our experiments), then we
assume that the algorithm succeeded. The function log_consistency_check
within tnfs.py performs this check.

7.1 Performing a computation

In the following B, qg, and q; denote respectively the smoothness bound, the
smallest special-q prime and the largest special-q prime used. In each special-q
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lattice, the search for relations was performed in a ball of dimension 2 x 1 and
with a radius rad. The radius is set according to the input E so that the total
search space is approximately of the size of the hypercube [—E, E]?". See the
document tnfs.py for the exact expression of rad. Moreover, in some of the
computations a line-sieve is performed to factor all elements ¢ with coefficients
sizes bounded by the new parameter Fl. This allows to find relations that do
not exhibit prime ideals belonging to the special-q range.

The reader can perform a computation by running the play_tnfs.sage.
The variable attempt sets the parameters of the example that will be run, the
boolean use_auto indicates to use or ignore the TNFS automorphism and the
integer d must be set according to Proposition Hence, the variable d must
be set to 1 when employing an order 6 automorphism and to 2 when the order
of the automorphism is 12.
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that I ~ pux x O* x j(I') and that j(I') C Z is a free abelian group. Therefore
/It as well as O* /(O*)* and Z/Z!, are all finite dimensional F-vector spaces.
We prove that we have the following exact sequence and that it splits:

1— 0% (O 5 1/t L5 7)1 — 1.

In the following, an element x is written  when considered modulo ¢-th powers.
The morphism i is injective. The morphism i is derived from O* C I.
To prove that it is one-to-one, consider € O* such that i(Z) = 1. That is, there
exists v € I" such that 27 = 1. Then, v* belongs to @, and so does ~. In fact, if
P(X) is amonic polynomial with integer coefficients vanishing on 7*, then P(X?)
is a monic polynomial with integer coeflicients vanishing on . Furthermore, ~y
belongs to O since y(zy*~!) = 1. In conclusion we have z = 1 mod (O*)*.

The morphism j is surjective. The morphism j is defined by v mod I' —
(v) mod Z¥. It is clearly well defined, let us prove its surjectivity. Since the class
number h is coprime to ¢, let a,b € Z be such that ah + b¢ = 1. Consider I € 7.
We have

I = Iah+bl — (Ia)h(Ib)l’
which implies I = (I*)" mod Z*. By definition of the class number, there exists
v € I" such that (I*)" = (v), and therefore, j(7) = I mod Z°.

The sequence is exact. It remains to prove that Im(i) = Ker(j). We
clearly have the direct inclusion. For the other inclusion, let 7 € Ker(j), and
consider v € I' any representative. There exists I € Z such that (y) = I, which
means that I? is the identity element in the class group. Since £ is coprime to
the class number, then I is the identity element in the class group as well, and
so is I71. Therefore, there exists 4/ € I' such that I=! = (4/). Consequently,
(vy'*) = I*1=* = O which implies that v7’* belongs to @, and thus, 7 belongs
to 0% /(0*)* =TIm(i).

The sequence splits. For each ideal I € F, let 4; € I" be a generator of I".
Since F generates Z, we can extend 7 homomorphically to Z. Recall Bezout’s
identity ah + bf = 1 with a,b € Z and define the section s : Z/Z¢ — I'/T"* as
s(I) = 7%. The morphism s is clearly well defined. Further, for all I € Z/Z¢, we
have j(s(I)) = j(v¢) = (v¢) = I*" = 1. Therefore j o s = Id, and the sequence
splits.

It remains to prove the basis statement. Since ¢ is coprime to |ux|, the
quotient px/ ,uf% is trivial. Furthermore, we have the following vector space iso-
morphism

O* (0 ~ (z)tzZ)",
thus proving the unique representation of units modulo (O )* in a system of fun-

damental units. The unique representation of ideals within Z/Z¢ in the set F/F*
directly results from the unique factorization of ideals.

A.2 Proof of Proposition

Let m = [K : Q]. By Dirichlet’s theorem, the unit rank of K is rc = m/2 — 1
since its signature is (0, m/2), and the unit rank of the subfield K is m/2 — 1
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as well since its signature is (m/2,0). Therefore, the group of units Oy and (’)E
have the same rank, and hence their index v is finite. Suppose now that v is
coprime to £. To not encumber the notations, we write r instead of ri.

Let {u1,...,u,} be a system of fundamental units of K. When considered

modulo (O;é)e, this family forms an Fy-basis of the vector space OE/(OE)Z. We

shall prove that it is also a basis of O /(OZ)*. Since both spaces have the same
dimension, it is sufficient to prove that the family is free.

Considered as elements of OF, let Ay,... A, € F, such that utt L u) =
1 mod (OF)". Then, there exists 1 € O such that u}" ... u} x u’ = 1 where the
equality is in OF. Raising both sides of the equality to the power the index v =
[Og : O], we get

W (u)f = 1.

Since p¥ belongs to OE, the above equality holds in O;é. Therefore we have
ut? . ur? =1 mod (Oé)l, from which we deduce A\y x v =--- =\, x v =
0 mod £. Since v is coprime to ¢, we have A; = 0 mod £ for all 1 < i < r, which
proves that {us,...,u,} mod (Ox)¢ is a F, basis of O /(OF)".

Let u € OF/(0OF)". We just proved that u belongs to OE/(OE)K, which
means that 0*/2(u) = u. Applying Corollary [11| we get vlogu = 0.

B Polynomials used in experiments

Table [12] gives the polynomials that were used in the computations listed in
Table [l

Fpn h fi f2

Foge 2+ z+1 2% — 5z + 1027 + 6z + 1 1225 — 2% — 37z — 12
Faro | a° —a2? =2z +1 2?4327 +1 67—z +6
Fss6 4 z+1 2 — 52t 41022 + 6z +1 | 92° — 527 — 32z — 9
Fioz|a? — 25+ 2% —x +1{2% — 22T + 625 + 1327+ 60 + 1| 22° — 2 — Tz — 2
Fogiz|z® — 23+ 27—z +1 2% — 52t + 1022 + 6z + 1 925 — 527 — 322 — 9

Table 12: Additional data for Table
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